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Abstract: Hyperledger Fabric is an extensible alliance blockchain platform and provides support for enterprise-level
commercial blockchain projects. The cryptographic algorithm is the core technologies of the platform, ensuring the

security and non-tampering of the data on the chain. But the original Fabric platform lacks the national
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cryptographic algorithm support. The embedding and support of the national cryptographic algorithm of the Fabric
platform was designed and implemented. Firstly, the interaction logic of between components and the invocation
scenario of each type of cryptographic algorithm in the Fabric platform were analyzed, an idea of embedding national
cryptographic algorithm support for the platform was proposed. Secondly, the modules and interfaces for SM2, SM3
and SM4 were added to BCCSP of the Fabric platform based on the open source code of national cryptographic
algorithm implementation. Thirdly, the interface of cryptographic algorithm invoked by the upper layer of each
component is associated to the interface of corresponding national cryptographic algorithms, which realized the
invocation support of national cryptographic algorithm for the upper layer applications. Finally, the correctness and
effectiveness of the embedded national cryptographic algorithm were verified by creating a fabric-gm test instance. And
compared with the performances of the test instance built by the mirror of the native Fabric platform. The experimental
results show that the embedded national cryptographic algorithm interfaces are corrected and the generated national
cryptographic certificates are effective. Moreover, compared with the native Fabric platform, the network start up time
increases by about 3%. In the millisecond unit, the transaction time cost increases by about one time, the dynamic
certificate generation time increases by about 9%, and all the performance are within the acceptable range.
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[root@localhost gm]#

(a) I T-GmSSLAYSM3A T M B 48 51

oot@localhost gm]# go test -v -run TestHasher
= RUN TestHasher
= PAUSE TestHasher
== CONT TestHasher

Input data: He'l'lo World m]ﬁﬁﬁ])\ﬁﬁ

InitData: 4&656:5:61‘205761‘726:64mn&&ﬂ%m‘lm/hy te

[T
I

hash:77015816143ee627f4fa410b6dad2bdb9fchbdfle061a452a686b8711a484c5d7

-- PASS: TestHasher (0.00s) uéﬁ‘,fﬁ

PASS
ok github.com/hyperledger/fabric/bccsp/gm 0.005s
[root@localhost am]#

(b) 3 F-Fabric-gm/BCCSP Fia#k HikHk 1 A7 V1 H 4R

& 11  Fabric-gm ) SM3 W& A5 A RPES T
Figure 11  The verification of validity for SM3 in the Fabric-gm

(2) SM4 FEFE I

I5F Fabric-gm “F-& _F BCCSP ¥ T [ %
SM4 BEFE O o] PRI R, A BCCSP
T KeyGen #H 4/ SM4 HIR%H, M-
SM4 [¥] Encrypt 4% 111 Decrypt # I BEAT £ 1)
I e . MRS KWl 12 B, 1%, SM4
LR, FLIR, T % SM4 B0 B S0
PETEAT INAR A R A, A I His 5 W SO — 2
R, BiE T Fabric-gm -5 1Y SM4 SBEAH CHZ
P& H BA R0, nrpEmi i .

Trout@localhowt gelé go Text v -rin Textsnaterumeraior
= RUN  Testshdl v

= Pavse Tesianine
= CONT TestSHiKeyGen

Key_ten:32 %%H&E
K:&{[203 151 219 38 179 236 114 226 87 16 174 213 197 215 103 229 255 137 62 188 219 154 174 186 199 30 34 17 247

212 325 2101 False HEB B Y SMA %%

H4_privKey:[263 191 215 38 179 236 114 226 87 16 174 213 197 215 103 229 255 137 62 188 219 154 174 186 199 30 34
Fp gttty

--- PASS: TestSHiKeyGenerator (6.00s)

PASS

(l’tmt@\ sithub. ccm{hyn:rledger/fahnc/bccs:ﬁqi e eI $&395M4%%ﬁiﬁﬁ7mﬂ%
crype Decrypt

= RUN  TestsMé_Enc

= PAUSE TestsH4_Enc cryp
= CONT TestoMa_Encrypt Dec ypt

9:[203 191 219 38 179 236 114 226 87 16 174 213 197 215 103 229 255 137 62 188 219 154 174 186 199 30 34 17

247 212 223 218] SM45§7

s ISR s 5B R SMA ]
plainText:abcdefghijklmn pﬁﬁ Hﬂi{n
Encrypted data:20372b31aleb39372930defdfd780d89 SM41][]§)E‘ H{]%X{ﬁ 5
———

PSS
ok github.com/hyperledger/fabric/bccsp/gn  ©.0065
Trootalocathost gnié

12 Fabric-gnm/BCCSP _F ) SM4 50354 O n] F PRI 2 461 5 SR
Figure 12 The verification of availability and validity for SM4 in the
Fabric-gm/BCCSP
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(3) SM2 g i

IHIE Fabric-gm ¥ & = BCCSP 5 i ) [6 2
SM2 SLEE L] YRR 2. A BCCSP
T KeyGen 4 ¢ SM2 k%4, 10 H
signGMSM2 Al verifyGMSM?2 % #1725 4 1048
BeE. MRS 13 fron, BEREEFT R
{HS R RE P - (EA5E, R Y] BCCSP K SM2
SV R D e DA, e, SRR T
Fabric-gm -5 1) SM2 SEAHCE: g T H HA
R, nIERRAE A .

Treotalocalhiost gnf¥ go Test -v -run Testierdtyshz
Testverxfysﬂz
o= PAUSE Testv

=== CONT Tesxvmfysan—?ﬁAml ﬁﬁﬂ)\%ﬁﬁ‘
msg: [104 101 108 108 111 32 119 111 114 108 100]

4l (RS) JFFMLEIE

sigma:([48 70 2 33 0 222 108 124 80 78 253 42 140 139 60 28 119 144 20 191 227 170 6 150 151 16 86 141 0 127 251 11
0 23 210 78 20 193 2 33 0 240 142 228 107 22 228 80 67 207 70 202 214 166 187 5 33 228 98 235 73 128 25 112 214 108,

::;;iﬁ??:n:: j:\B 115 126) . gz EPEQR{E
s s: 2500 B2 ISIE
sm2Verify_x(r): 673 Bﬁgﬂhﬂgr{é

42444415437941
sty s s SRS 42 B R PR 3T
- SS: Tes(venfysnz ﬂ 005’

ok github . con/hyperledger/fabric/becsp/gn 0.0095
[root@localhost gm)#

P 13 Fabric-gm/BCCSP _[-ft) SM2 S92 1 M RIAG e ir 4 o1
Figure 13 The verification of availability and validity for SM2 in the
Fabric-gm/BCCSP

5.1.2 BB R AE B A AR,

DRI UE AL 77 BEHE Dl A il [ 2%
PR T TR 2

(DUEPARK T H cryptogen X [F % 815 S0 #r
FOE Al

W 14 s, UEAEECT A cryptogen T
B WAL nldR ) SM2 I SM3 Bk, R
HIEET cryptogen T HLAE 1Y SUIE 0¥ Fabric-gm
TEG B o 294 S B 17 0] R0 0 A e A 1 S

11[54:5 @xm

[root@localhost binl# cfyptogen generate --config=../crypto-config.yami ]

orgl.example.com /\ .
org2. exanple, con IEC to en]: [:E
[root@localhost bin]# gmssl x l ryp g ﬁ‘*ﬁ ﬁE %mp@.:ﬁm/msp/admxncerts/hdmi
n@example.com-cert.pem -inform pem nccut tex(
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
1d:e7:c7:4b:2a:e8:6e:fc:41:a5:c7:55:14:ch 52

[Signature Algorx(hl’n sm2sign-with-sm3 fﬁ%ﬁﬁi{fjﬁﬁ%ﬂ:sMBB{JSM2

T=CatITornIE, T =

Validity
Not Before: Jun 6 08:28:00 2020 GMT
Not After : Jun 4 08:28:00 2030 GMT
Subject: € = US, ST = California, L = San Francisco, CN = Admin@example.com
Sub]ect Public Key Info
Public Key Algorithm: id-ecPublickey
Public-Key: (256 bit)

a 62:71:11:47: ¢
91 26:30
L g™ JHE EP /A’EH AR AR FISM2
Xsmx:oavg Key Usage critical
Digital Signature
X509v3 Basic Constraints: critical

X509v3 Authority Key Identifier:
keyid:F6:90:15:60:E7:97:0F:78:46:14:1A:AF:EC:BA: A9:CB:71:14:02: FC:B9:24:C7:29:28:8A:70: 6D,
154:79:C6:6C

85:e! 5;ne;za:as:s.:4-:51:<z:sa:25:bs:c4:69
[root@localhost binl#

14 fabric-gm/cryptogen ¢ R 2 iF 1545 1
Figure 14 The GM certificate in the fabric-gm/cryptogen

(2) Fabric-CA-gm )7 E 1542 Bl it

ft Fabric-CA-gm 2% W, B %, Wit
fabric-ca-client #2444 JimTest FrH /s 3L
R, Bz P e E BRI R R, FIH
Gmssl iy & JEZRBLIEASE B Wil 15 fios, ik
P4 S A5 kSR ) [ 2% SM2 Fi SM3 5%,
KW Fabric-CA-gm SEHL T 0 % 8 A1 15 45 ik
BRI SR

2¢ b Prid, Fabric-gm fl1 Fabric-CA-gm &
] 2 SRV R E T s D A AT

[root@localhost fabric]f docker cp 7d9b7db3269d:/root/ca /root] )
[root@localhost fabric]# gmssU x509 -in /root/ca/Jimlest/signc orm pem
Certificate: A
Fabric-C A-gm 25 1 ) 6 i 1346 4
Version: 3 (0x2)
Serial Number:

Compe e s i RCH SR T SMafSMB 4 50

validity
Not Before: Jun 6 08:51:23 2020 GHT
Not After : Jul 18 00:51:23 2020 GHT
Subject: C = US, ST = North Carolina, 0 = Hyperledger, OU = Fabric, CN = JimTest
Subject Public Key Info:
Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)

om

ASNl 0ID: sm2p256v1
_ A RSS2
X509v3 extensions:
X509v3 Authority Key Identifier:
keyid:26:14:C6:B6:26:B3:E9:61:74:EB:35:10:C3:17:4F:A2:56:5E:E9:98:88:73:52:5C: FC:65:66:F
B:BA:4F:11:4F

X509v3 Subject Alternative Name:

DNS: 7d3bfdb3269d
Signature Algorithm: sm2sign-with-sms
d:10

31
[root@localhost fabricl#

[& 15 Fabric-CA-gm 32+ % 0F 1525
Figure 15 The GM certificate supported by the Fabric-CA-gm

5.1.3 Fabric-gm 3% B4 MK W 45 0E % )& 3) I i

i iy 4 /byfn.sh up -a {KIXHAT Fabric-gm
K BB DX 2% SR B I (90 i s (Eff CA %%
) Bl R PR A R FERD S AL
R IRGEHEMAL Hy Bl R . ATE R WIEl 16
7N, W] Fabric-gm ¢ HEMN K Y 25 BE 0% 117
8o

16 Fabric-gm I B EEM0 9 2% 11 J3 ) 501
Figure 16 The normal startup verification for the
Fabric-gm testing network

5.2 EEHRNMEREXS ELiK
5.2.1  ZGUA A A 4H AT HL 9K

FE TR IR WK Y 4% i3 B0 N (R ER R AR GE I 1)
THESTE B2 TS 1281
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6 SO A N X 2% B I TE) 52 SC: A byfn.sh
FHRIAT IR, S PuEA R, Aaald, wig
G, AR DR e s Ak ST R, H
TIER— IR AT R 1k, AR A B B A K
25 0 )3 BN ]

T M 400 B0 855 T 43 ) 8 Ok T I 8 A
Fabric-gm V-5 Fl 4 Fabric 7> 5 JF K35, £RIE
PR AR B W A 0 IR 285 1) 5 A TG A AN
PANAR o BET-RpFP A 5E E 55 ) 2 16 S e 3k 1Y 4%
10 %, KIE. WAL R ER: O Fabric-gm ¥
S5 ARV B BRI K 10 2% 3 Bl N TR) 123 4E 0 109.6 5
@ J5i4: Fabric PA8E R HEINTA M 45 5 3 TR
YJMH M 106.1s. %7 I, Fabric-gm V-5 M55 R
I 0 25 14 3 B I8 TR AH A T AR Fabric 5 36
B0 3%, Kk, Fabric-gm & 1 RG]
THRS e v B2 I /A
5.2.2  Z%RIE M AE AT LK

SM2 F1 SM3 3% 1 H T Fabric-gm - 5
AS 2y RS . PATFIUEF AR B B, DRtk & T
SDK %% iy )& A2 A8 &y 5 10E 5 2 25 A2 e (1] R £7
R ARG H YR BS /e B AT S AR &
XF [FVRE IR A B N AR Pk P45 B AT ) 8] 45
WA, BRI HEAT 1000 7K, 4350 SR 150K
YE, MR R w5 1 PR, Fabric-gm V5 AH%L
T A Fabric *F & HAV 348 Sy I [8) FF A5 58 I 1 4%,
B OO PR T B A AR B T3 0 10%, 5
JUEB BRI TGN 8%, ~FIIBhARUET Ak
I TRISE N 9%, AHHE N (I TR) 2 b =g, DAk,
Fabric-gm V- & s VR A 7E T 2 Ta A

=1 RECHMUEETHE

Table 1 The results of system operation performance

overhead
BEERE T T ST [§% SDK J54: SDK
A2 By I 1) T4 53.741 ms 23.534 ms
PRy FELEHS 114.838 ms 103.872 ms
CILEIRS 3 199285 ms  184.206 ms

523 A4GMEeRn /R E S

SCHRE B () Fabric-gm - & 1E g T ek
AIREMR A LR 5 : O SM2 Fi SM3 [H %
SR A B 5%V ) ECDSA Al SHA256 592
RORATAEZE s @ AFIRRA SM2 FI SM3 [H %

BRI AR OR ZE

Fabric -5 J5U /£ % 65 59555 [R15F S DL [ 2%
SEI R R LE S 45 R A B 17 B, bt
AR K

18
161
14F
ook [ SM2 Sign Time
£ ECDSA Sign Time
fg) — SM2 Venify time
S 10 |— ECDSA Verify time
8 L
61
4 , .
02 0.4 0.6 0.8 1.0 12
FAH/MB
(2) SM2 5 ECDSA i [H] FF 4% b
— SM3 Hash Time
10k SHA256 Hash Time
— Ration
8+
g
3 0f
£
H
4
2
0 1 1 1 1
0.2 0.4 0.6 0.8 1.0 12
FAH/MB
(b) SM3 5SHA2561H [l TF % b
— 0.63 MB SM3 Hash Time
30 0.6 MB SHA256 Hash Time
251
g£20r
E
S 157
101
5 //
0 2 ' : 5 6

%ﬁf’ﬁ?ﬁtﬁ
(c) Z IR A I TR JTERX Lb
K17 RS0 TR T4 L
Figure 17 The comparison of cryptographic algorithm time overhead
1) SEMEVELA WA L) A AR AR IR I
A TP AR AT AP
2) & 17(a)& B, 7EdT ECDSA F1 SM2 ]
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ANV BORBE B 2 4 028 50 T, T
IS TR) TP 3 ANBE A T B i 5 s 5T SM2
AR IR T ECDSA %44, {H ECDSA (1)
BRI TR T SM2 ISR A4

3) K 17(b)&£ W], SM3 Fl SHA256 M7 1
S [0 T 5 350 it A - 15 2500 15 Jon vy 30 28 2k 486 G
SM3 I [a) FF 1 T- SHA256, [A&54F R, SM3 iy
I IR 204 SHA256 [ 4 15 B 17(c)& M, 14
Ao W BB N LI [R] TP I 2 PR . Fabric
V- AN AL S W A T BRI X /N R AT
B, DRIHASZS B AR Gt 1) R4 JE B 434 im0 o

Fabric V- i Sk i 3z 5y 2.2 Bt
W, WA EEE 2 NS ST RS, WA
AL AR A AR T A 2T SM2 Fi ECDSA 1)
BRI RRE T, AP T I P BE X S T
JSCFIRE R ID VS 6 KT ECDSA Al
SM2 SRR . K 17 b Rl %0,
SM2 5 ECDSA [WHEIEMEF 72 R8N, 1 SM3 5
SHA256 LRS54 T REZE I 4 kit . D
U, E ) TF A SR = R A () R b, [RF
SEHLIT) SM3 I 5 57T e A& F 20 Fabric-gm P4/
PRPRI E B RN 2 —. seAh, SCRR[217h 4 Hk i,
ANFIRRAR ) SM3 SEELEAA R EERE, It
Ja BART 28 Ak SM3 [1)5EHL, LUE Fabric-gm *F5&
AT P oA T SRR Fabric V-4 1 R Gt

6 ZERiIE

AR SCHEH T %) Fabric -6 SEH0E %5 i 7
P, T A N RS E IRA Fabric re-
leasel.4 JTRE T B EEMMAN TE: @© HETH
FIFUR E % Sz IS, {E Fabric “F& 1) BCCSP
RIS SM2.SM3 il SM4 HE R 530, @ ¥
Fabric T~ & W41 L2 A s a8 0
SXof I ] 2 e A OCIRG,  SEEBR I J2 I Rt 1 %
SRS FE . SR gt FR W, Fabric P& H
BARNIG, WKL a8l 385 DU RS &IE 154k
AR FE A T R T T S S N A
B, B RIETE, HIR ARG, o
Ji IR 2R G IR 8] T4 RN 2R B3 S e TRl A 4E vl 42
IO HeAh, ASO RGP RS SR R A T
Xof LLSEBG o3 T, 48 SR AR G ROR AR AE Fabric

-8 RS W AE Z AR ZE 5, HAN RS ()
I SRS R PR AAAE 22, i AT REXS - &
PR REIE B HSE IR . AR, F RN 1)
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